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Over 60% of organizations 
will be investing in multiple data 
security tools by 2020.

– Gartner

It’s an exciting time to be in the channel —
and the technology industry in general. 
End-users are more frequently purchasing technology through channel partners – whether it be an IT 
Consultant, MSP or VAR. That behavior is expected to continue as large technology companies place greater 
emphasis on channel, decreasing direct teams and opening up more opportunities for partners. The pace of 
innovation and the ever-changing technology landscape increases the purchasers need to have a trusted 

advisor for its entire infrastructure and technological environment. 

 
Technical advancements breed new and greater security threats and digital transformation initiatives opens 
the door to larger gaps in cyber-defense strategies. 

In the past five years, there’s been a 67% increase in the number of reported security breaches; 2019 saw a 
17% YoY increase of data breaches (Data Breach Report from Identity Theft Resource Center). The growing 
threat landscape and new business innovations are contributing to the rise in cyberattacks. This number 
will continue to increase, but the problem isn’t access to enterprise-grade security methods or strategies. 
Instead, the lack of understanding about what products fit within the end-users’ current environment and 
the ‘it won’t happen to me’ mentality is what ends up leaving businesses the most vulnerable. 

In fact, improving cybersecurity protection can potentially open up unrealized economic value by decreasing 
the cost of cybercrime as well as revealing new revenue opportunities. With the proliferation of security 
products in the channel, there is significant opportunity for partners to build portfolios, make introductions 
to technical experts and get up to speed on the next generation security posture customers need.

Cybersecurity sales expected to reach 
$248.3 billion by 2023; a CAGR of 10.2%. 

– MarketsandMarkets 
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DNS Security

IoT Security
 > Secure 4G  
  Connections
 > Managed IoT/ 
  Fleet

Managed 
Firewall⁄Unified 
Threat 
Management 
(UTM)
 > IDS/IPS
 > URL Filtering
 > Content   
  Filtering
 > Anti-Malware
 > Application  
  Control
 > Data Loss  
  Prevention  
  (DLP)
 > SSL Inspection

Telephony Denial 
of Service (TDos) 
Mitigation

Cloud/Network 
Based Firewall

Distributed Denial 
of Service (DDoS) 
Mitigation

Remote Access/
VDI

SIEM/Log Analysis

VPN 

Web Application 
Firewall 

Cloud Connect
 > Express Route/
  Direct Connect

Cloud Access 
Security Broker 
(CASB)

Cybersecurity Risk 
Assessments

Dark Web 
Monitoring

Disaster Recover as 
a Service (DRaaS) 
and Backup as a 
Service (BaaS) 

GAP and 
Compliance Audits

Help Desk

Managed Services/
SOC

Managed Detection 
and Response

Penetration 
Testing

vCIO/vCISO

Vulnerability 
Scanning

Web application 
firewall (WAF) 
 

Anti-virus

Email Security

Endpoint Security

End User Education/Training

Desktop as a Service (DaaS)

Identity Access Management

MDM –Mobile Device Management

Multi-factor Authentication

Secure Access Service Edge (SASE)

Social Engineering

Physical Security



Companies are moving quickly toward virtualization 
but often wind up leaving security as an 
afterthought. In order to avoid vulnerabilities, 
security solutions, policies and standards need to 
be re-prioritized to occur before environments are 
virtualized.

Many companies’ current cybersecurity models are 
setup to accommodate on-premise environments. 
Adding more mobility, IoT and AI advancements, 
further compromises the network. How do channel 
partners introduce opportunities and have 
comprehensive discussions around security? In 
most cases, the onus of security is put on the IT 
department.

Cross-departmental collaboration next year will 
be crucial for technology purchases. The C-suite 
and IT Department need to be closely aligned to 
maintain a cohesive security strategy that not 
only supports newer, cloud-based solutions, but 
also keeps the organization safe from significant 
financial losses due to overlooked gaps in security 
strategy.

A company’s technology ecosystem is influenced 
by many department heads. The digital shift 
is driving companies to establish new roles to 
take the lead on technology conversations. The 
strongest example is an organization’s marketing 
department, where the CMO has worked hand-in-
hand with the CIO in technology purchases the last 
few years. This is because the CMO has become 
responsible for purchases that impact more than 
the just the website or CRM; they’ve taken on other 
purchases and strategies to further propel the 
business forward, such as analytics and reporting 
software as well as APIs and integrations.

Every 14 seconds, 
a business will fall for a 

ransomware attack. 
 – 2019 Official Annual Cybercrime Report

The Reality:
SECURITY CONTINUES TO 

SIMMER ON THE BACK-BURNER

THREE STEPS TO UNLOCK
 CYBERSECURITY VALUE

– Accenture/Ponemon Institute, Ninth Annual Cost of Cybercrime Study

Prioritize protecting people-based 
attacks
Use training and education to reinforce safe 
behaviors, for people inside and outside the 
organization

Invest to limit information loss and 
business disruption
Take a data-centric appraoch to security to 
better manage inormation loss and business 
disruption and comply with new privacy 
regulations.

Target technologies that reduce 
rising costs
Use automation, AI/machine learning and 
advanced analytics to reduce the rising cost of 
discovering attacks.

1
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ADDING SECURITY TO YOUR PORTFOLIO: 
Where to Start
Enter the security market by first educating your customers rather 
than pushing new services. Begin by training end-users on:

$3.9 M = Average cost of a data breach 

Phishing

Phishing is one of the oldest 
and yet still one of the most 
widespread and nefarious 
methods of attempting to steal 
personal information. Phishing 
utilizes deceptive emails and/or 
websites to gain access to secure 
information or networks. 

Phishing attacks use a common 
disguise: a spoofed email address 
that appears to be from a trusted 
entity (i.e. a co-worker or bank) to 
trick the recipient into downloading 
an attachment or clicking a link. 
This results in the sensitive 
information, such as user names 
and passwords, being accessed or 
malware being downloaded.

Employees need to be trained on 
how to spot and report phishing 
attacks to IT. 

Network 
segmentation  

Network segmentation is the 
process of dividing a network 
into different segments. The key 
benefit to network segmentation is 
increased security. When multiple 
devices are connected to the same 
network, they have ability to talk to 
one another and glean insight into 
others’ network traffic. Once you 
add guest devices, older computers 
or servers, employees’ personal 
devices, etc. – security concerns 
grow exponentially.
 • You may recall when Target  
  was hacked in 2014.The hack  
  was a result of the company’s  
  failure to segregate the  
  systems that handled payment  
  information, and as a result,  
  hackers broke into the network  
  using login credentials stolen  
  from an HVAC company that  
  worked for Target. 

Strong passwords 
and password resets

Most breaches can be avoided 
with a good password. Every 
company’s system administrator 
should have password policies and 
best practices such as minimum 
password age, password history 
policy, password complexity 
requirements, etc. 

Additionally, two-factor 
authentication is recommended to 
reduce the chance of passwords 
being stolen via a keylogger or sold 
on the dark web.

?

TIP

?

TIP

?

TIP
– IBM Cost of Data Breach Report 2019



Endpoint Security (required)
 • Endpoint security is the process of securing endpoints on an  
  organization’s network. All devices (mobile, laptops, desktops, servers)  
  are considered endpoints and provide an entry point for threats. With  
  the rise of BYOD and remote workforces, the need for endpoint  
  security has increased significantly.
 • Recommended providers: Many LECs and MSPs offer endpoint security  
  such as AT&T, CenturyLink, Comcast Business, Cyberhat, Cybersafe  
  Solutions, JMARK, Synoptek, Thrive Networks, Telesystem, Verizon 

Firewalls and Intrusion Detection & 
Prevention (required)
 • As the first required building block for an overall network security  
  posture, a firewall is designed to monitor incoming and outgoing  
  network traffic and block unauthorized traffic from penetrating the  
  network. Maintaining a firewall requires a lot of time from IT resources,  
  and the majority of businesses with a firewall don’t actively view the  
  logs. A Managed Firewall is a realistic system for all businesses to have  
  in place. The system gives a simplified view for easy filtering by  
  ingress and egress traffic. Selling managed firewall gives you an  
  entry point into your customers’ future security plans—ranging from  
  cloud environments down to the individual endpoints (users).
 • These applications are layered on top of a managed firewall solution.  
  If the IT staff does not have security expertise, it is recommended to  
  outsource these services.  
   > Intrusion Detection System (IDS): Provides alerts when  
    suspicious activity is detected and logs activity as an audit trail  
    (does not take any actions to stop attack).
   > Intrusion Prevention System (IPS): Provides an increased layer of  
    protection that helps to automatically defend against threats and  
    attacks identified by the IDS.
 • Recommended providers: Airespring, Armor, AT&T, CBTS, CenturyLink,  
  Coeo, CommandLink, Corvid Cyberdefense, Cyberhat, Cybersafe  
  Solutions, First Communications, Fusion, GTT, Hypercore, LinkAmerica,  
  Masergy, MetTel, NetFortris, Nitel, NTT, RapidScale, Synoptek, Thrive  
  Networks, Telesystem, TPx, Verizon, Windstream
  * CyberHat’s hacking simulations are highly recommended; they  
   demonstrate real situations where an organization is being attacked  
   by a group of hackers, doing all it can to get to one step before real  
   damage is caused to the organization. 

Vulnerability Scanning (required)
 • A vulnerability scan is an automated scan that looks at a user’s   
  entire network, pings all machines tied into it, and generates a report  
  of all problems (like a building inspection). The report can include  
  hundreds to even thousands of problems. It’s recommended to perform  
  a vulnerability scan on a quarterly basis. Some customers may be  
  required to do this because of compliance.  
 • Recommended providers: Armor, AT&T, CenturyLink, Coeo, 
  Corvid Cyberdefense, Cyberhat, Cybersafe Solutions, First  
  Communications, Flexential, GTT, LinkAmerica, Masergy, MetTel, Nitel, 
  NTT, Synoptek, Thrive Networks, Verizon, Windstream, Zayo

Once you educate 
your customers, 
they will come to 
you for future 
security needs. 

AT MINIMUM, ORGANIZATIONS SHOULD HAVE 
THE FOLLOWING IN PLACE:

While it may seem easier to run a 
single vendor’s solution for external, 
internal and cloud security, it would be 
in the customer’s best interest for you 
to evaluate multiple vendors for each 
solution.

Generally speaking, if a vendor is taking 
care of all three pillars of a customer’s 
security, there is only one security 
database being leveraged. If you diversify 
one or more of the pillars with different 
vendors, the customer then has multiple 
threat databases being leveraged to 
protect them.
 
For example, a customer may have 
firewalls from two different vendors or 
two different spam filters, or a customer 
may have one vendor for their firewall and 
another for their spam filter.

TIP

Evaluate multiple vendors.

A sound security strategy 
has multiple layers.



Distributed Denial of Service (DDoS) Mitigation
DDoS attacks occur when a massive influx of web traffic from a multitude of IP addresses floods 
a machine or network resource. The network overloads with bogus traffic, causing all systems to 
shut down and preventing legitimate requests from being fulfilled.

 • DDoS mitigation techniques include:
   > Re-routing internet connections and “traffic-scrubbing” filters
   > Behavioral analytics and threat intelligence
   > Application monitoring
   > Real-time reporting
 • Target customer profiles
   > Companies that have an end-user-facing web-based portal such as: Ecommerce stores,  
    healthcare companies, insurance, over-the-top technology companies (like Netflix);  
    basically any customer that has a website where personal and payment information can  
    be entered.
 • Recommend providers: Armor, Airespring, AT&T, CenturyLink, Coeo, CommandLink,  
  Comcast Business, Corvid Cyberdefense, Cyberhat, Cybersafe Solutions, Hypercore, Masergy,  
  MetTel, Telesystem, Thrive Networks, TPx, US Signal, Windstream

Penetration Testing
The primary objective for a network penetration test is to identify exploitable vulnerabilities in 
networks, systems, hosts and network devices (ie: routers, switches) before hackers can discover 
and exploit them. Network penetration testing will reveal real-world opportunities for hackers to 
compromise systems and networks in such a way that allows for unauthorized access to sensitive 
data or even systems for malicious/non-business purposes. It’s recommended to perform a 
penetration test on a semi-annual basis.

 • Penetration testing techniques include:
   > Identify security flaws present in the environment
   > Understand the level of risk for an organization
   > Assist with addressing and correcting identified network security flaws
 • Target customer profiles
   > Required compliance with industry regulations (like SEC, FISMA)  
   > Required compliance with privacy regulations (HIPPA, GDPR, etc.)
   > Any business that handles sensitive information  
    (credit card transactions, intellectual property, etc.)
   > Businesses that have recently modified or upgraded their security infrastructure
   > Businesses who have recently experienced a period of growth resulting in numerous  
    additional workstations and/or locations
   > Organizations who have recently updated/adopted new internal policies, such as BYOD
 • Recommend providers: Armor, AT&T, CenturyLink, Coeo, Comast, Corvid Cyberdefense,  
  Cyberhat, Cybersafe Solutions, First Communications, Flexential, Masergy, MetTel, Nitel, NTT,  
  NuTech Logix, Synoptek, Thrive Network, Verizon, Windstream, Zayo

OTHER SERVICES YOU CAN RECOMMEND ARE: 

?

TIP

?

TIP



Think about the services you are already selling like DIA, MPLS, 
SD-WAN, Hosted Voice and UCaaS.

When selling these top 5 products, are you asking questions about security?

Ask these questions
 • What is the reason for looking at dedicated services? 
 • Are there applications that are sensitive to jitter, latency and  packet loss?
 • What does your security policy look like today?
 • What do you use for security today?
 • Do you leverage advanced features like Intrusion Prevention, Content filtering, Anti-Malware, etc.?

They might be a good candidate for security solutions such as:
 • DDoS mitigation
 • Endpoint security
 • Managed firewall solutions

Ask these questions

They might be a good candidate for security solutions such as: 
 • Endpoint security
 • Managed firewall solutions
 • Security retainer services
 • Software-defined perimeter
 • Unified threat management

Starting the Security 
Conversation

Dedicated Internet Access (DIA)

Network – Ethernet, MPLS

 • What are you doing for security?  
 • How do you handle security at the remote sites? 
 • Do you have a portal (single pane of glass) to view all  
  sites and analytics?
 • Do you have Intrusion Prevention, Anti Malware,  
  Antivirus or Botnet protection in place today?
 • How do your remote sites access company  
  tools/applications?
 • How do your remote sites access the public internet?

  • Do you enforce the same security policy at all  
   international locations?
  • How do you monitor security alerts from  
   international locations?
  • Are you back hauling traffic to a central point? 
  • How are you approaching data integrity in  
   response to GDPR?
  • How do you monitor your network traffic?



Starting the Security 
Conversation

Ask these questions
 • How do you maintain a security policy from remote sites/data center down to the endpoints?
 • Have you experienced any security breaches/attacks?
 • Do you have a security policy in place for events ranging from DDoS to Ransomware?
 • How do you enforce the security policy to remote sites and/or cloud/colocation environments?

They might be a good candidate for security solutions such as:
 • DDoS mitigation
 • Endpoint security
 • Managed firewall solutions 
 • Security retainer services
 • Software-defined perimeter
 • Unified threat management

Ask these questions
 • What is your tolerance for downtime?
 • How do you protect against DDoS attacks that can take down internet and IP based voice traffic?
 • Do you require industry compliance such as PCI DSS, SOC 1 or 2, HIPAA, SSAE16, FISMA?
 • How do you secure your remote employees that are telecommuting?
 • How do you protect against data breaches of customer information?
 • How do you secure endpoints across your network, including smart phones?
   > Are you able to wipe lost/stolen devices?

They might be a good candidate for security solutions such as:
 • DDoS mitigation
 • Endpoint security
 • Managed firewall solutions
 • Security retainer services
 • Software-defined perimeter
 • Unified threat management

SD-WAN

UCaaS



       of CISOs report that cybersecurity issues are 
on their board’s agenda at least quarterly 

– The future of cyber survey 2019, Deloitte

Here are additional questions you can ask to 
get the security conversation started. 

 • How many full-time employees are at your business?
 • How many remote users do you have and what are the security measures in place for them?
 • What specific security measures are in place before employees can access your IT infrastructure?
 • What types of threats is your network currently facing?
 • When was the last time you were audited?
   > What was the result of your last audit (if applicable)?
 • Do you have an incident response plan?
   > If yes: Tell me how you created that to be specific to your end users, your industry, and your customers.
   > If no: Why not?
 • Do you have any specific concerns, such as changing IT security and compliance regulations?
  If so, which ones?
 • What regulatory requirements or compliance standards is your organization subject to?
   > Does your network meet those standards, if not, tell me more about where it is lacking?
 • Have you experienced any public or known business challenges, such as a data security breach or  
  major outage?
 • Do you have a disaster recovery (DR) or business continuity (BC) strategy in place?
 • What is the state of your company’s current cybersecurity strategy and plan?
 • What is the process for selecting the security solution or tool to address your cybersecurity challenges?
 • With data breaches consistently on the rise, do you feel comfortable that any confidential data that
  resides on your infrastructure is completely secure?
 • What should I know about your company’s environment when it comes to security that we
  have not already discussed?

3 questions to get the appointment

Are your employees, 
including executives, trained 

on cybersecurity?

What pieces of technology or what 
services do most of the heavy 

lifting for your company when it 
comes to security?

Who manages that? Why?

When was the last time 
you completed a security 

assessment?

What were the results?

1 2 3

77% 



Current Cybersecurity Providers 

Physical Security Providers 



Cyber threats don’t discriminate against size, type or location. 
As their trusted advisor, it is imperative to educate your customers on the threat landscape 
and help prepare their defense strategies. Engage TBI’s technical resources to assess and 

recommend the best security solutions for the end-user’s environment.

ENROLL IN OUR SECURITY TRAINING TODAY
Log in at learn.tbicom.com

?



8550 West Bryn Mawr Avenue
Chicago, IL 60631

tbicom.com


