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Easy Ways to Improve 
Your Security Posture10

Dangers of USB Drives
 They’re tiny and can be easily lost.
 Malware/viruses can infect users.

Understand malicious 
links & what to do when 
they’re identified
 Send the email to IT.
 Check the address of who sent it, if 
 you do not recognize it this should 
 be a red flag. Send any 
 questionable emails to IT.

Password reset rules
 Multi-factor authentication is a 
 powerful tool.
 Change often, and use letters, 
 numbers and symbols.

Update your security policies
 Implement a guest network for unknown devices, and make sure to segment it away from your company network.

Train employees on security policies:

Keep firewalls up to date
 Updating can be as simple as installing patches as they become available from the vendor.

Restrict network access to comply with security policies
 Not every employee needs full access to every folder or application.

Update web applications regularly
 Web applications can pose serious threats to IT services & operations.

Vulnerability scanning should be performed regularly 
 Test, identify and analyze potential security issues before they become a problem—once a year is recommended.

Perform penetration testing 
 Expose any weaknesses before they are exploited. Pen testing should be one at least once a year.

Ensure SSH keys are closely and regularly managed
 When an administrator leaves, keys should be rotated.
 In the wrong hands, these are essentially ‘keys to the kingdom’ – potentially allowing remote and unfettered 
 access to numerous internal systems.

A managed security service provider (MSSP) is probably the single 
best way to improve a security posture
 An MSSP leverages both proprietary and innovative technologies, customized to an organization’s specific 
 needs, mitigating the need to have costly and often hard-to-find cybersecurity experts on sta�.

Cybersecurity insurance doesn’t cover everything
 Policies should be read and understood carefully; it is not an alternative to a robust security posture.


